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ANALYSIS OF THE METHODS
AND TECHNOLOGIES
OF INFORMATION SECURITY

IN CLOUD SERVER

Low level of information protection when using the cloud server creates the
threat of incidents. Terrorist and extremist organizations use the information vul-
nerability of cloud servers to create a risk of technogenic catastrophes. Species
analysis of the characteristics of cloud technologies and existing remedies allowed
to make suggestions for strengthening information security in this field.
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1. Introduction

Competition in the provision of new in-
formation products is shifting from the
market of goods and services in numerous
sets of Web applications for working with
documents. One of the forms of competitive
struggle with segments Amazon S3, Crash-
Plan providing online storage capacity of
gigabytes, are cloud storage.

Cloud storage — a model of online stor-
age where data is stored on multiple distrib-
uted network servers, giving consumers the
information services, mainly third party. In
contrast to traditional models of data stor-
age on their own dedicated servers pur-
chased or leased specifically for such pur-
poses, quantitative characteristics, as well
as the internal structure of servers is hidden
from the consumer information services.
Data is stored and processed in the «cloud»
that represents the collection of servers that
are located remotely from each other geo-
graphically, including continental.

The cloud i1s an online service that pro-
vides the ability to store files on a remote
server. Download e-documents and their
subsequent adjustment by the user is made
to online storage on the server. It seems
that all operations occur in one place, so-
called «cloud». However, actually, the re-
mote server is often located on different
territories, and sometimes on different con-
tinents. The usability of cloud services de-

pends on the speed of the Internet connec-
tion established by the consumer, which
should be 600 Kbps and above. Cloud ser-
vices appeared in Russia together with
high-speed Internet with a minimum speed
of 1 MB/s.

2. Comparative analysis of cloud
servers

Analysis of cloud storage services al-
lows to reveal their advantages over tradi-
tional information systems, as well as sig-
nificant information security weaknesses
that may lead to the violation of personal
data protection of users, as well as to man-
made disasters of various scales.

Types of cloud storage services vary de-
pending on their characteristics: compen-
sated and uncompensated, are designed for
a large amount of information and the
small volume that creates support for vari-
ous operating systems, etc. Species similar-
ity of cloud servers lies in the way process-
ing of information.

Service Dropbox supports Android,
10S, WindowsPhone 8 (partially). Service
features: in Dropbox there is no document
editing, no limitations on the format and
size of media files. The service allows you to
configure automatic syncing and uploading
photos and video content to the cloud in
real time, which guarantees the safety of
recorded material in case of breakage infor-
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For product promotion on the market of
products offers several tariff plans with at-
tractive economic conditions of the contract
of purchase and sale: free 2 GB of disk
space, which can be increased at the ex-
pense of attraction of referrals (new users
who registered in Dropbox on the recom-
mendation) and install the application on
your computer. Privileges provided by the
manufacturers of mobile devices. For ex-
ample, during the registration process with
some devices from Samsung and HTC ad-
ditional amount of cloud storage Dropbox,
and the right savings bonuses (63 GB for
2 years).

The Service Yandex. Disk: supports An-
droid, 10S. To use Yandex. Disk you need to
create an account that provides access to
all Yandex services. This service allows you
to link this entry to any of the accounts in
social networks and implemented through
not login, or login to the system directly.

For the promotion of Yandex. Disk used
economic levers to attract customers. By
default, users available 3 GB, after per-
forming certain actions (e.g., installing an
application on your computer, download
the same file in the repository and posting
the link to the service in social networks)
increases the quota up to 10 GB, this num-
ber will increase to 10 GB is inviting refer-
rals. In addition, the purchase of some lap-
top models is encouraged Samsung free
provision of 250 GB.

The server only allows you to upload
and download files, the files can be made
public - in this case, they are not indexed by
search engines, but are available via direct
links, which you can send by mail or post in
social network. Because of the proximity it
has the largest speed (2-3 MB per second)
and the ability to map a drive via WebDav.
However, there is a drawback: there is no
extension used the Internet.

Service GoogleDrive: Gmail users are
getting «the load». The main advantages of
the Google server is the low cost of an ad-
ditional Gigabyte and tight integration
with Google Docs allowing you to edit your
files online, and then to Refine them locally
in any office package. In comparison, the
same online integration with Microsoft Of-
fice is endowed with the SkyDrive server.

The server MicrosoftSkyDrive: there is
tight integration with Windows 8. A Live
account used for working with Windows
Store and sync settings in the operating

system, so SkyDrive will have to connect to
the system automatically, and 25 GB is
provided to the user free of charge.

The server is characterized by a high
capacity RAM. Server SkyDrive on this fea-
ture below possibilities Yandex. Disk. The
disadvantage of server Microsoft is that it
does not support Linux or Windows XP.

The server is SugarSync’s ability to
sync any files and folders on the disk. In
other services this function can be applied
using hard links, however, as practice
shows, it is not effective. The opportunity
to limit the use of the communication chan-
nel, however, to limit in SugarSync only al-
lowed to Upload.

Increase account made by a consumer
through an invitation of a large number of
users for a referral link. The only service
that offers a similar referral system (Drop-
box), limits the maximum bonus is 60 GB.

Some of the drawbacks of SugarSync
servers is not high speed file downloads
and no reference is made to a synchronized
directory on the sidebar of dialogs for sav-
ing/opening files, which makes quick access
to the right files.

Listed species characteristic of the
cloud servers with the analysis of their ad-
vantages and disadvantages leads to the
conclusion about the existing problem of
information security in the cloud technolo-
gy. Information security is one of the most
actual problems of Informatization.

Cloud servers are created on infrastruc-
tural platforms with a high degree of auto-
mation. Cloud servers use traditional soft-
ware and physical security: firewall, IDS/
IPS, virtual closure of vulnerabilities (Vir-
tual Patching) and antivirus programs.
However, the problems arising in risk man-
agement.

3. Problems of information security
in use of cloud servers

The economic benefit of cloud technolo-
gies is obvious. However, the use of cloud
computing increases the risk of emergence
of emergency situations of technogenic
character. The lack of physical access to
servers in public cloud environments in-
crease the need for improved security.
When you have an emergency in the cloud
server there is no possibility to press the
emergency shut-off valve, in comparison
with a physical server.

Transnational cloud-based technolo-
gies are widely used by organized crime in
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accordance with the report of the interna-
tional expert group of The Global Terror-
ism Index, information from the Global
Terrorism Database (GTD), National Con-
sortium for the Study of Terrorism and Re-
sponses to Terrorism (START). In Russia,
the terrorism index is 6,76. Russia takes
the 11th place out of 124 countries in terms
of the threat of terrorist activity. Terrorist
activities are closely linked to the receipt of
illegal proceeds from trafficking in arms,
drugs and slaves. Detection and investiga-
tion of crimes of terrorist and extremist na-
ture with the use of information technology
is complicated due to their cross-border
and significant differences in national sys-
tems of criminal law and criminal process.

Crimes in the sphere of information se-
curity are qualified on set with the crimes
against persons, law enforcement and eco-
nomic crime [1].

Russia had recorded a total of 356 extrem-
ist crimes, in subsequent years their number
increased: in 2008, 460 in 2009 to 548 in 2010
to 656 in 2011 to 622 in 2012 — 696, 2013 —
896, and in 2014 — 1024 crimes [2].

Conflict of laws Federal law of
25.06.2002 No 114-FZ «About counteraction
of extremist activity» [3] and the Criminal
Code of the Russian Federation, defining
the conceptual framework and, conse-
quently, of offences with similar symptoms
[4], practically impedes the criminalization
of extremist formulations. Also, extremism
is part of propaganda and public demon-
stration of Nazi paraphernalia, which is in
compliance with article 20.3 of the admin-
istrative code of the Russian Federation an
administrative offence.

In the Supreme Court’s determination
presents a normative interpretation of the
sign of extremism «humiliation of the digni-
ty of the individual is the negative evalua-
tion of personality in a generalized form, di-
rected to her discredit, undermine the au-
thority of the person in their own eyes» [5]

The legislation provides for the qualifi-
cation for extremist activities — dissemina-
tion of information inciting hatred on racial
or ethnic affiliation of individuals and peo-
ples, using mass media, including the In-
ternet. However, judicial practice, this pro-
vision is interpreted broadly, convictions,
justified the use by criminals for extremist
purposes any technical means, including
sending SMS messages, which can create
the effect of publicity. [6,7].

The threat to national security is that
information systems and resources are
used by cyber criminals to promote in the
society the ideas of terrorism and extrem-
ism. The functioning of the cloud facilitates
the Commission of crimes of an interna-
tional character, due to the low level of pro-
tection of the reference data contained in
cloud servers, and high conspiracy of male-
factors.

Attackers use for the deepening of de-
linquency features cloud server: scalable;
the payment of the product as; self-service;
universal access; pooling of resources of
large computing power; a need for constant
connection; the possibility of breaches of
confidentiality of stored information; low
reliability; a security vulnerability. When
penetrating the cloud server, the attacker
has access to a huge data warehouse.

Conventional crimes in national law as
crimes, committed by an organized crimi-
nal group [8]. Active promotion on the mar-
ket of new information technologies re-
quires a cloud of servers in combination
with existing traditional methods of cre-
ation of new automated systems for regis-
tration of information dissemination of ma-
licious content.

Extremist crimes with use of informa-
tion technologies acquire a greater danger
to society because organized criminal
groups are involved a minor, as major us-
ers of transnational information systems
[9]. Cloud servers are used more often by
people aged under 16 years. Therefore, the
organizers of criminal groups using the
method of indirect Commission of crimes
involving persons under the age of head of
responsibility.

To combat international crimes [10]
and overcoming harmful factors in infor-
mation using cloud servers requires a sys-
tematic approach of legal, information and
technical security measures with the use of
automation.

In fact, to improve information securi-
ty, on the one hand, apply proven tools and
techniques: data encryption and remote
key management. On the other hand, a
prerequisite for increasing the level of au-
tomation is the integration of different se-
curity functions with a broker of cloud ser-
vices. Consideration of these two aspects
will allow you to take full advantage of the
cloud and prevent information security in-
cidents.
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It is necessary that all servers on the lo-
cal, internal or external clouds were i1denti-
fied and integrated into the concept of safety
management. When using cloud services,
the effect is achieved through direct integra-
tion with the broker of cloud services, which
quickly provides information about the
availability of different cloud servers. To
map the parameters of the exploited serv-
ers, with the requirements of security sys-
tems in dynamic environments is not possi-
ble, because in the attempt of comparative
analysis there are numerous errors.

The problem is that, if any cloud server
is not integrated into the safety manage-
ment system, the attacker he is elected for
behaviour incidents. When information
about all cloud servers is granted automat-
ically, regardless of their location, using
security profiles, you can actually make
changes for any number of cloud servers.

4. The Traditional means of infor-
mation protection in cloud servers

Automation simplifies tracking of
changes made on the cloud servers, for ex-
ample, in files or the registry. To reduce the
complexity of tracking such events, it is
necessary to provide automatic filtering of
the reference data by specialized software.
Need to automatically sort all the events,
for example, when you upgrade standard
system Linux or Windows. Thanks to the
automatic filtering of «positive» events, you
receive the opportunity to learn more about
the remaining events. This allows you to
detect potential unauthorized activity,
identify vulnerabilities, and, on the basis of
the analysis report on the incidents, to in-
troduce additional measures of protection.

Providing secure cloud servers for data
processing — is the primary preventive
measures when using cloud services. The
result of improvement of information secu-
rity, hosted cloud server, that is outside of
the realm of physical access.

As protection of information during
transmission using cloud-based systems
are used encryption methods. However, the
duecord are transmitted in an unsecured
form and without integrity. For secure re-
cord processing, it is mandatory to encrypt
their transmission. Which will provide the
user an increased level of security.

Increasing the level of information se-
curity is achieved by encrypting virtual
hard disks. If necessary, obtain access to
authorized users data is decrypted when

read, and then re-encrypted when written
to disk. The result is protection from the
unauthorized transfer of unencrypted in-
formation into long-term storage service
providers in the form of backups.

When encrypting record there arises
the problem of protecting the keys. Storage
in the cloud 1s impractical because the ac-
cessibility to cloud servers or templates en-
tail access to the key thus decrypted record.
Set password at system startup, as is cus-
tomary in on-premise solutions for record
encryption, is difficult in the cloud server in
the absence of this console. Physical enter
key is replaced by the request that the
cloud server sends to the external source to
the key management server (Key Manage-
ment Server, KMS).

The KMS server verifies the identifica-
tion data, for example, cloud server, IP ad-
dresses, patterns or location. Also checked
the integrity (firewall, installed patches,
the presence of active virus scanner) a
cloud server that sent the request. The pro-
cess coincides with the traditional encryp-
tion of hard disks. If successful, the key is
provided either automatically or after con-
firmation by an authorized person. As a re-
sult cloud server accesses record. The can-
cellation is the incident of violation of its
integrity or identity.

Also encrypt hard drives with separate
control keys perhaps the provision of Infra-
structure as a Service, IaaS. Its use is ad-
visable when implementing delivery mod-
els Platform as a Service, PaaS. So encrypt-
ed information in databases in clear text
misses the provider’s cloud servers. It is
necessary for the work with the encrypted
record keys are controlled by the user.

In server, Amazon S3 Server-Side En-
cryption the data is encrypted by the pro-
vider before moving it to storage or backup.
This technology allows you to protect the
information from attackers with physical
access to hard drives (stolen data would be
unusable).

However, these protections do not have
effectiveness in the Commission of a crime
by a person using his official position, as to
the subject composition includes employees
of the cloud service provider abusing his of-
ficial powers (article 159.6, 274 of the crim-
inal code R F).

An interesting variant of the encryp-
tion is a combination of encrypted data and
secure transmission technologies.
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The majority of SSL and VPN option
support the use of digital certificates for
authentication, by which before data is val-
idated identification information of the oth-
er party. Such digital certificates can be
stored on virtual hard disks in encrypted
form. Their use is possible after validation
by the key management server identity in-
formation and the integrity of the system.
Consequently, the use of comprehensive
measures of protection allows users a
choice of cloud servers that were checked.

It is important to understand that the
legal responsibility for the safety of the da-
tabase and their loss is the responsibility of
the users themselves cloud servers.

5. Conclusion

1) To ensure information security in cloud
servers, it 1s necessary to apply automated
methods of screening incoming information.
The method of automated filtration of
messages will allow detecting the security
incident, and to analyze vulnerabilities and to
take preventive measures to strengthen the
existing system of protection;

2) To implement an automatic
encryption system for the transmission of
information by the cloud server providers
before enrolling its customers with
increased protective procedures for transfer
and use of keys.

3) To create special units of the Federal
security service of Russia on the analysis
and processing of information flows, stored
and transferred in the cloud server and
other databases, with the aim of combating
extremism and other crimes committed
with use of means of information.

4) To create an automated system for
the registration of malicious messages and
information stored in cloud servers and
other databases, with the aim of preventing
technogenic catastrophes.

6. Acknowledle

Implementation of the proposals in the
practical activities of the Federal Security
Service of Russia and other law enforce-
ment agencies will lead to decrease in risks
of emergence of emergency situations of
technogenic catastrophes.
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AHAJIN3 MEOJIOB U TEXHOJIOT'UM
NHOOPMAIIMOHHOM
BE30OIIACHOCTH

B OBJIAYHBIX CEPBEPAX

Huskuii yposenv sauiiumst uH@opmayull nPU UCnob308GHUL 00IAUHBLX cep-
8epos cozdaem yepo3y uryudernmos. Teppopucmuueckue u sxCmpemucmeKue op-
2QHUBAUUL UCNOJIB3YIOM YA3BUMOCIMU UHGDOPMAUUL HA O0O0IAUHbLY Cepeepax,
©mo co30aem PUcCK 803HUKHOBEHUS MeXH02eHHbLX Kamacmpogh. Budosoil anaiu-
3 XapPaKmepucmukK 00AUHbLY MeXHONI02UL U UMEIOULLLXCS Cpedcme npasosol
3QULUMbL NO3BOJIUJL 8HECINU NPEOSIONCEHUS N0 YKPENJICHUI0 UHBOPMAUUOHHOL
bezonacrocmu 6 amoii obacmu.

Kniouesvte cnosa: obnaunvie 8biMUCTCHUA, cepéep, WUPPOBAHUSL, PUJIID-
MPayUst, A8 MOPUIALUSL UOCHMUPBUKALUL, AYMEeHMUPUKAUUL, HECAHKIUOHUDO-
8QHH020 00CMYNA, MPAHCHALUOHAILHAS NPECMYNHOCING, OP2AHU308AHHASL Npe-
CMYRHOCMb, MeXHO2eHHble Kamacmpogol, UHPOPMAUUOHHAL OE30NACHOCND.

TPOIINHA Ceernana MuxaisioBHa, KaHIUIAT OPUINIECKAX HAYK, JOIEHT Kade-
npel «Teoperuueckme ocuoBbl pamuorexuukm» MPUT-PT® Vpanbckoro demepaaibHOro
yHuBepcutera umenu mepsoro [Ipesunenta Poccun B.H. Enbrinma
E-mail: troshina-svetlana63@mail.ru

JIVEBAHEHKO Crauucnas JImurpuesud, maructp xadeaps «T'eopeTuyueckme oc-
HOoBHI paguorexuaukm» UPUT-PT® Vpasbckoro degepasbHOTO YHUBEPCUTETA UMEHHU IIep-
Boro IIpesunenTa Poccum B.H. Enbiimaa
E-mail: mad-mike2332@yandex.ru

NPEOYNPEXIOEHWE NPECTYNHOCTW 57



